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Website delivery - High availability and
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SENSITIVE REPORT Risks
Deletion
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Versioning @
Immutability (S3 lock)
Several copies (3-2-1)
Encryption

Controle the access ‘



Rule n° 1 - versioning

aws s3api put-bucket-versioning --bucket mybackup -versioning-configuration

Status=Enabled




Rule n° 2 -

aws s3api put-object-lock-configuration --bucket my_bucket --object-lock-
configuration '{ "ObjectLockEnabled":

"Enabled", "Rule": { "DefaultRetention":
"Days": 10 }}}'

{ "Mode": "GOVERNANCE",

Your backup %tentlon periods
data should be = r |ega| hold
isolated and

immutable

%vernance mode
T ——— — ompliance mode
Write Once, Read Many (WORM) model

S3 lock



Rule n°3 - replication

aws s3apl put-bucket-replication --bucket my-data --replication-configuration '{"Rules":
[{"ID": "my-rule", "Priority": 1,"Status": "Enabled", "Destination": {"Bucket": "my-

backup", "StorageClass'": "STANDARD"}, "DeleteMarkerReplication": {"Status": "Enabled"}}]}'

Essential applications Non-Critical Application
RPO > 1h & RTO > 4h RPO > 24h & RTO > 24h

Retention policy

Replication . pmn ' iti
A @ L/x Passive Active@ @ Non business critical | Weekly
DC i DC D¢ =
\\ —5

§ Backup Business critical Every day during 1
\ month than monthly

Back > :
ackup 8 ) pmkup during 1 year
; ackup DC

DC

+ archive + archive Archive > 1 year

3 copies of data + 2 supports + 1 off

site




Rule n°4 - encryption

aws s3apl put-object \ --body /etc/my-object \ --bucket <bucket_name> \ --key encrypt_my-object

\ --sse-customer-algorithm AES256 \ --sse-customer-key $encKey \ --sse-customer-key-md5 $md5Key

Encrypt your data

h g

Encryption at rest Encryption in transit
SSE-C : with customer Cli, Api with Https / TLS
key
Based on AES-256




Rule n°5 - user

{ "Statement":[{ "Sid":"ROContainer", "Effect":"Allow", "Action":
["s3:GetObject", "s3:ListBucket", "s3:ListMultipartUploadParts", "s3:ListBucketMultipartUploads"],
"Resource":["arn:aws:s3:::hp-bucket", "arn:aws:s3:::hp-bucket/*"] }] }

g .
) : User policy { "Stateme @il

v [{ "Sid":" ccess'",
Bgﬁget "Effect":"Allow",
p y lIActionll: ["83:*"],

"Resource":["*"] }] }



Best practice with 5 rules

Versioning

2\

Immutability (S3 lock)

Several copies (3-2-1)

ENBEYRENRAN

Encryption

m Controle the access

Be uncompromising in the implementation of security
compliance.



Website delivery - Storage classes

v’ Credentials S3
¥ Project Public Cloud (access key, secret key) L, |
(tenant, openstacklD) Endpoint

Performance CLASSES OF STO RAG E
Storage class Endpoint URL Region
Gravelines: gra
High performance Strasbourg: sbg
Oriented ‘e
riente Object Storage S3 - Standard https://s3.<region>.io.cloud.ovh.net Beauharnois: bhs

Capacity optimized

Roubaix: rbx
Warsaw: waw
London: uk

Gravelines: gra
Strasbourg: sbg
Beauharnois: bhs

rbx-archive

Object Storage S3 - High Performance https://s3.<region>.perf.cloud.ovh.net
Cheap and COLD Cold Archive
long term 60% -1,3€/TB-month - Object Storage S3 - Cold Archive https://s3.<region>.perf.cloud.ovh.net
0

Cost effectiveness

¥ OVHcloud




Website delivery - Sovereinghty

Confidentiali
ty

 Not subject to
extraterritorial laws

 Operation in
compliance with the
GDPR

¥ OVHcloud

(D

Protection tools
Strong operational
relationships with
security communities

D

Transparency
Reversibility



.

- 1.

m @S &

Let me show
you my use
case!



Demonstration




Use case: meteorological risks report
generation app

Location: 68.95°5 77.84°W

Vertical profife

Base date: Saturday 9 jun, 12 UTC Valid for: Thursday 14 jun, 12 UTC
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Workflow

METEO
GRIB T o
— O

FILE

¥

Acquisition

D &

Object Storage class Block/file storage

Standard RIW ++++++++
Capacitive

Object Storage class
High Performance
RW ++++

Object Storage class
High Performance
RW ++++

¥ OVHcloud

and archive

Object Storage class Archive
Standard Cold
Capacitive
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Input data

forecast model runtimes

¢ D ") ’ ? D ?

06:00 12:00 06:00 12:00 06:00 12:00
pm am am pm pm am
rur_: runtime-: runtime runtime runtime runtime

Grib files dowload Grib files dowload

10 intensive!

Name Last modified Size
Parent Directory -

bufr.teez/ 15-Jan-2023 84:16 -

gfs.t@0z.atmanl.nc 15-Jan-2023 ©3:33 13G
gfs.t00z.atmfe00.NnC 15-Jan-20823 03:29 6.1G
gfs.t00z.atmfe0l.nc 15-Jan-2023 83:29 6.1G
gfs.teez.atmfee2.nc 15-Jan-2023 ©83:29 6.2G
gfs.t00z.atmfeB3.nc 15-Jan-2023 83:30 6.2G
gfs.t00z.atmfee4.nc 15-Jan-2023 83:30 6.2G
gfs.t@0z.atmfeB5.nc 15-Jan-2023 83:30 6.2G
gfs.t@8z.atmf@86.nc 15-Jan-2023 83:3@ 6.2G
gfs.t80z.atmf@B7.nc 15-Jan-2023 ©3:31 6.3G
gfs.t@0z.atmf@03.nc 15-Jan-20823 83:31 6.2G
gfs.t@0z.atmfee9.nc 15-Jan-2023 ©3:32 6.2G

V‘ OVHcloud 17



Bird's-eye view of architecture

9 OVHcl

OVHCloud

lock

region A

repi;tiun
‘-: " High perf + versioning +
region B

High perf + versioning +

mission planner
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Find us online

ﬁ[?D Charlotte.letamendia

0m) laurentsong

y=| https://docs.ovh.com/us/en/storage/

©) https://github.com/ovh/public-cloud-
roadmap
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